AV

_____
I 1 i _
| .
......

_____

|
_____
_____

01

I
!
A

-
ottt

o Jff

\ L AL

/’”’ffgﬁ, "

i

// o
N\ \

||
..._,_ ___._r_..___

1 1 _ _
_____
| | J _

| i {

. |

LT

| { __

{ I | | _ __

_____._______ﬁﬁ

(L]
[
(1]

LT
Ty
L]
L]

] 1
| [ 1]
_____

__________._

{ ||
|| [
] ]

(1] ]
[
| |
| |

___;
EH |

#PLORING TL

T

\\\\\s.. l

M ansi Bana

Future Hs Systems




02

PROJECT OVERVIEW

The Privacy Paradox is an interactive simulation designed to
explore the intricate relationship between personal privacy,
government control, and corporate influence in today's digital
age. The project offers users the opportunity to make
privacy-related decisions and observe their effects on the
distribution of power among three key sectors: government,
corporations, and individuals.

By engaging with the simulation, users will face real-worla

| | . I
privacy dilemmas, such as the extent to which government

4

L]

V



00O

IN TODAY'S DIGITAL AGE, THE ISSUE OF PRIVACY
HAS BECOME ONE OF THE MOST PRESSING
CHALLENGES. THE RAPID GROWTH OF
TECHNOLOGY HAS GREATED AN EVER-INCREASI
NEED FOR DATA COLLECTION BY GOVERNME
AND CORPORATIONS, OFTEN AT THE EXPEN
INDIVIDUAL PRIVACY.
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GOVERNMENTS

Many governments have expanded
their surveillance capabilities
to monitor citizens in the name
of national security. Examples
include the USA's Patriot Act
and China's Social Credit
System.

CORPORATIONS

Corporations gather vast amounts
of personal data to target users
with tailored advertisements,
predict behavior, and sell
services. Think of companies
like Google and Facebook, which
use our personal data to
monetize their services.

INDIVIDUALS

Individuals are often caught in
a dilemma. On one hand, they
seek privacy and autonomy over
their personal information. On
the other hand, they accept data
sharing to enjoy security, free
services, convenience, and
technological innovations.
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PROTECTING PERSONAL DATA

BENEFITTING FROM DATA-SHARING
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FEQOJECT OBJECTIVES

Investigate how different privacy decisions made by individuals
affect the balance of power

Create an interactive simulation where users make privacy-related
choices, and the consequences of these choices are visualized in
terms of shifting power dynamics.

Demonstrate how various privacy choices influence power
distribution

Encourage users to reflect on their own data-sharing habits and
understand the broader implications of their choices in shaping
societal structures.
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User Interaction:

Users answer a series of privacy-related questions, such as how much data they’'re willing to share with the
government, corporations, and others.

Each decision impacts the distribution of power among the three groups: government, corporations, and
individuals.

Power Distribution Model:

Government: Gains power with increased surveillance and data collection.

Corporations: Gains power through access to consumer data, but faces limits if privacy laws are stricter.
Individuals: Gain autonomy with stronger privacy protections, but lose out on benefits like personalized
services and certain freedoms.

Immediate Feedback:

As users make choices, they immediately see the visual impact on power dynamics through stacked bar charts and
narrative descriptions.

Dystopian Narrative:
The system generates a dystopian story based on user choices, illustrating how privacy laws shape the world.

Descriptions show how the privacy decisions lead to societal shifts, affecting daily life, government control,
corporate power, and individual freedoms.
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Visuals & User Experience
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« Clean, Intuitive & Interactive Layout with Real-Time

Feedback
« AI Powered Unique Dystopian Narrative Generation
 Dynamic Bar Graph and Animations
 Privacy Decision-Making and It's Impact

 Engagement with Real-World Issues




Frontend Design: HTML/CSS & JavaScript
Privacy Decision Logic: Questions &
Impact, Real-Time Power Calculation

Power Visualization: D3.7js
Backend Design: OpenAIl's GPT-4 API
Integration




IN AN AGE WHERE DATA IS THE NEW CURRENCY, WHO CONTROLS YOUR PERSONAL INFORMATION? EXPLORE THE COMPLEX RELATIONSHIP BETWEEN GOVERNMENT SURVEILLANCE, CORPORATE
DATA COLLECTION, AND INDIVIDUAL PRIVACY IN THIS INTERACTIVE SIMULATION.

THE PRIVACY PARADOX REFERS TO THE TENSION BETWEEN THE DESIRE FOR PERSONAL PRIVACY AND THE NEED TO SHARE PERSONAL DATA FOR CONVENIENCE, SAFETY, OR ECONOMIC
BENEFITS. IN OUR MODERN WORLD, WE WILLINGLY TRADE PRIVACY FOR SERVICES, BUT THE IMPLICATIONS OF THIS TRADE ARE OFTEN UNKNOWN.

IN THIS SIMULATION, YOU CAN ADJUST PRIVACY SETTINGS FOR DIFFERENT GROUPS (GOVERNMENT, CORPORATIONS, AND INDIVIDUALS). THE POWER DISTRIBUTION BETWEEN THESE GROUPS
WILL SHIFT BASED ON YOUR CHOICES, AND YOU’LL SEE HOW IT IMPACTS SOCIETY, ECONOMY, AND PRIVALY.
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CURRENT LIMITATIONS

Simplified
Privacy Scenarios

No Real-World
Consequences or
Impact

Lack of Real-Time
Data Integration

Technical and
Financial
Constraints

Limited
Interactivity and
Personalization

Lack of Diversity
in Perspectives
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FUTURE DEVELOPMENTS

Enhanced Integration with
Interactivity Real-Time Data
User Choice Impact Live Data Feeds
Gamification Elements Personalized Data Impact
Broader Educational Expansion of
Application Content

Collaborative Learning New Scenarios

Data-Driven Ethics Modules User-Generated Content




